3D Secure - Frequently Asked Questions
1) 3D Secure Technology - General Information
1. What is 3D Secure?
3D Secure is an online payment securityWechnology that aims to reduce online
credit card fraud. Online merchants that Xse the technology disSlay the following
logos on their sites:

2. Do all e-commerce sites use 3D Secure?
No. Online merchants can choose whether or not to use 3D Secure.
3. Why is there a new 3D Secure?
This European Central Bank initiative aims to reducH Rnline credit card fraud b\
providing additional security for online purchases.
4. What has changed?
Previously, a personal password was requir ed. Now each time you make an onli ne
purchase, you will enter a single-use code that is valid for that transaction only. With
this additional sHcurity measure, the neZ 3D Secure verifies that you, the
cardholder, are the one making the purchasH and that your card is not being used
fraudulently.
5. How do I receive the single-use code?
For each purchase, you will be able to choose to receive the code via your LuxTrust
Token or by SMS.
6. Which credit cards can I use with 3D Secure?
You can use 3D Secure with all of your Visa and MasterCard credit cards.
7. Can I use 3D Secure with a business or company credit card?
Yes, all Visa and MasterCard credit cards can use 3D Secure.
8. Can I use 3D Secure with a debit card?
No. 3D Secure does not worN with debiW cards. It only works with Visa or
MasterCard credit cards, which are accHpted forms of payment for most online
merchants worldwide.
2) Activation
1. How do I activate the new 3D Secure?
You have two options:

D ,I\RXKDYHDQ,QWHUQHW%DQNLQJDFFRXQW DFWLYDWH'6HFXUHE\ORJJLQJLQW R
WKH:HE%DQNLQJV LWHRIWKHEDQNWKDWLVVXHG\RXUFU HGLWFDUG<RXFDQWKHQ
LPPHGLDWHO\XVH\RXUFUHGLWFDUGRQ'6HFXUHVLWHV





E ,I \RXRU\RXUEDQNGRHVQRWXVH,QWHUQHW%DQNLQJVLPSO\YLVLW
ZZZGVHFXUHOXDQGIROORZWKHLQVWUXFWLRQV$QDFWLYDWLRQFRGHZLOOEHVHQWWR
\RX E\\RXUEDQNLQDIHZGD\VDQG\RX ZLOOEHDEOHWRFRPSOHWH WKH
DFWLYDWLRQSURFHVVDWZZZGVHFXUHOX


2. Do I have to activate the new 3D Secure if I’ve already used the previous
version?
<HV \RXQHHGWRDFWLYDWHWKHQHZYHUVLRQRI'6HFXUHIRUHDFKFUHGLWFDUG\RX
ZLVKWRXVHRQD'6HFXUHVLWH






3. I didn't receive my activation code in the mail.
'LG\RXUHTXHVWDQDFWLYDWLRQFRGHRQWKHVLWHZZZGVHFXUHOX"
<RX VKRXOGUHFHLYHDOHWWHUFRQWDLQLQJ\RXU DFWLYDWLRQFRGH,IWKHOHWWHUGRHVQRW
DUULYHZLWKLQWKHQRUPDOWLPHIUDPHSOHDVHFRQWDFW\RXUEDQN

3OHDVHQRWHWKDWWKHDFWLYDWLRQFRGHLVYDOLGIRUGD\VIROORZLQJWKHUHTXHVW
,I\RXUHTXHVWDQRWKHUDFWLYDWLRQFRGHZLWKLQWKLVSHULRGRQWKHVLWHZZZGVHFXUHOX
DQHZDFW LYDWLRQFRGHZLOOEHPDLOHGWR\RX7KHILUVWFRGHZLOOWKHUHIRUHQRORQJHU
EHYDOLG

4. I received an activation code but the system won't accept it. What should I
do?
7URXEOHVKRRWLQJ

 <RX PD\KDYHHQWHUHGWKHZURQJDFWLYDWL RQ FRGH<RXKDYHWULHVEHIRUHWKH
FRGH LVEORFNHG9HULI\\RXUFRGH FDSLWDO DQGORZHUFDVHOHWWHUVQXPEHUV 
9HULI\ WKDWWKHDFWLYDWLRQFRGHFRUUHVSRQGV WRWKHFUHGLWFDUGGLVSOD\HGRQWKH
VFUHHQ
 7KHDFWLYDWLRQFRGHPD\QRORQJHUEHYDOLG DIWHUGD\V )RUVHFXULW\UHDVRQV 
WKHDFWLYDWLRQFRGHKDVH[SLUHGDQG\RXPXVWUHTXHVWDQHZRQH
 7KHDFWLYDWLRQPD\EHEORFNHG,IVRSOHDVHFRQWDFW\RXUEDQN
5. What is the personal message for and what are the requirements?
7KH SHUVRQDOPHVVDJHV\VWHPDWLFDOO\DSSHDUV GXULQJHDFKRQOLQHSXUFKDVHWR
UHDVVXUH\RXWKDW\RXDUHYLVLWLQJDOHJLWLPDWH'6HFXUHSD\PHQWVLWH
7RFUHDWH\RXUSHUVRQDOPHVVDJH PD[LPXPOHQJWKRIFKDUDFWHUV \RXFDQXVH
 /HWWHUVIURP$WR= FDSLWDODQGORZHUFDVH 
 6SDFHV
 'DVKHV
 $SRVWURSKHV



6. Can I enter 2 LuxTrust Tokens for the same credit card?
1RRQO\RQH/X[7UXVW7RNHQFDQEHHQWHUHGSHUFDUG
7. Can I enter 2 mobile phone numbers?
1RRQO\RQHPRELOHSKRQHQXPEHUFDQEHHQWHUHGSHUFDUG

8. Can I enter a non-Luxembourg phone number?
<HV\RXFDQHQWHUDQLQWHUQDWLRQDOSKRQHQXPEHU







3) Purchases
1. I didn't receive an SMS with my single-use code. What should I do?
)LUVWYHULI\WKHTXDOLW\DQGFRYHUDJHRI\RXUPRELOHQHWZRUN
,I\RXGRQRWUHFHLYH\RXU606ZLWKLQDIHZPLQXWHVSOHDVHEHJLQWKHSXUFKDVH
WUDQVDFWLRQSURFHVVDJDLQ
)LQDOO\ YHULI\ \RXUPRELOHSKRQHQXPEHU LQ \RXU³0\'6HFXUH´ SHUVRQDOSRUWDO 
DFFHVVLEOHYLDZZZGVHFXUHOXRULQ\RXU:HE%DQNLQJ

2. I received an SMS w ith my single-use code but the sy stem doesn't accept
it. What should I do?
)LUVWYHULI\WKDWWKHFRGHLQWKH606PDWFKHVWKHFRGHHQWHUHGRQWKHVFUHHQ
,IWKHSUREOHPSHUVLVWVSOHDVHEHJLQWKHSXUFKDVHWUDQVDFWLRQSURFHVVDJDLQ
4) Editing your personal data
I changed my phone number or LuxTrust Token number.
<RXKDYHWZRRSWLRQV

D ,I \RXKDYHDQ,QWHUQHW%DQNLQJDFFRXQW PRGLI\WK H GDWDLQWKH³'
6HFXUH´FROXPQ

E ,I \RXRU\RXUEDQNGRHVQRWXVH,QWHUQHW%DQNLQJVLPSO\ YLVLW
ZZZGVHFXUHOX ³0\'6HFX UH´ VSDFH LQRUGHUWRDGGRUPRGLI\\RXU
SKRQHQXPEHU/X[7UXVW7RNHQQXPEHU

5) Do you have further questions?
3OHDVH FRQWDFW%*/%133DULEDV'LUHFWIURP 0RQGD\WR)ULGD\DPWRSPRQ
 

