MIGRATING FROM A PHYSICAL
TOKEN TO A LUXTRUST SCAN
USER GUIDE
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Your LuxTrust Your BGL Web Your physical token Your LuxTrust Scan
login details Banking login details

Internet access and a browser,
on PC, tablet or smartphone
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STEP 1: CHECK THAT YOU HAVE YOUR LUXTRUST LOGIN DETAILS

Your LuxTrust login details are:

Il A User ID composed of four letters @ A Password containing six to ten
E (the first two letters of your % x %] alphanumeric characters, which
surname + the first two letters of you chose when you activated your
your first name), and four digits Token

(e.g. ABCD1234)

If you do not have your LuxTrust login details, you can retrieve them from:

Account roat
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The Web Banking site from a browser:
click on Settings in the left-hand

menu, then on Retrieve my LuxTrust login
details (a text will be sent with

your LuxTrust login details).
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The (initial) password found in the SMS sent by LuxTrust is no
longer valid, as it was changed when you activated your Token.

Once you've received your LuxTrust login details by SMS, you'll need to
set a new password on the LuxTrust website https://www.luxtrust.com/
r/my-luxtrust/mes-codes-et-mots-de-passe/mot-de-passe-oublie.

You'll need to use this new password to activate
the LuxTrust Scan device.

STEP 2: CHARGE THE SCAN BEFORE ACTIVATING IT

The LuxTrust Scan device must be adequately charged to be activated.
Please use the USB cable to charge it before activating it. When three charging bars are
shown, you can begin the activation process (charging should take around 30 minutes).

» While activating the device (step 4), make sure that the LuxTrust Scan
screen is active throughout the process. To do this, just swipe your finger
across the screen at reqular intervals. If the screen switches off during
activation, you will need to go through the whole process again.

m /t takes one hour to fully activate the LuxTrust Scan (charge, activate and
connect to Web Banking with the device)


https://www.luxtrust.com/fr/my-luxtrust/mes-codes-et-mots-de-passe/mot-de-passe-oublie
https://www.luxtrust.com/fr/my-luxtrust/mes-codes-et-mots-de-passe/mot-de-passe-oublie

STEP 3: LOG IN TO THE LUXTRUST WEBSITE (WWW.LUXTRUST.COM)

Open the MyLuxTrust
drop-down menu.

LLIXTIUST
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. 1 ¥ Log in to your personal My LuxTrust area to manage your LuxTrust products (Token, Scan and the
0 C l.l C k 0 n Ma.l'l age my pl‘OdUCtS . LuxTrust app) which are linked to your LuxTrust certificate and digital identity. Here, you can easily
add and sus idity, stat nd d

pend devices and check the validity, status and data saved in your certificate.
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e Select the Token. ‘\/ /\f>

Log in to access your
certificate details.



www.luxtrust.com

Once you've accessed your
certificate details, call
(+352) 4242 2500, Monday
to Friday from 9.00 am to
6.00 pm:

= An agent on our Client
Service Task Force will then
authenticate your details
and ask you a few security
questions.

= Once everything is
validated, the Task Force
agent will unblock the
connection pathway and
you'll be able to activate
the LuxTrust Scan.

STEP 4: SCAN ACTIVATION

Welcome to MyLuxTrust! Your personal space 1o manage your loken, Lux 1 rust Mebile applicaton of your
LuxTrust Scan

Certificate details

sumame  XOOOO000(
Firsl mmne HOROOOOK
Email address 0OX(EHooo:. com
LuxTrust serial number 0350 9145 4065
53N 0056501503509 1454085
Valid from 2310:2020 fo 23/10/2023
Certificate level Qualified

Status of signature certificate + Activated
My devices
Acerm same User IU and Fassword) can be connected 10 1 loken, 2 Lux Irust Mobike applications (smariphone

and/or tablet) and 1 LuxTrust Scan
Below your devices that are already connected and the devices possible to connect fo your LuTrust cerdificale

ion of 3 LUXTrust Scan device.
g in using your LuxTrusé Mobile applcafion or please call (+352

Login using TOKEN does not

Teken SEH LuxTrust 37 7636769 1
Licence Number =
c} State ok
Device Status Activaled

= Disconncet your device femporarily from your LuTrust corificatc
2 Delele youn device penmanenlly Bum you LuxTiusl cesliicale

History v

LuxTrust Scan

> Add A deviee o your | IIETRIs! certiie3te

Please note that you will need to start linking the scan to the
certificate within 10 minutes after being unblocked.

You will need between 20 and 30 minutes to complete the process and log
on to BGL BNP Paribas Web Banking with your new device: the LuxTrust Scan.

It is important to keep the LuxTrust Scan device active

from this step onwards.

Click on ‘Add a
device to your
LuxTrust certificate’.

LuxTrust Scan

\
> Add a device 1o your LuxTrusl cerlificale '/®
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@ scan the OR code (muls-colour mosalc) with your
LuxTrust Scan device

Scan the first QR code using
your LuxTrust Scan and enter
the 10-digit code generated
by the Scan.

© Enter the cooe displayed on your LuxTrust Scan
device

Device code for identifying yourselt

Finan s

Then chek "Done” on your LuxTrust Scan device. g‘g
Confirmation

= Select “Yes” on your LuxTrust —

Scan to confirm that the code o

has been accepted. i)
= Then click “Yes” on the o

screen to move to the next _ —

step, or click “No". e T e, i
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@ Sscan the OR code (multi-colour mesake) with your
LuxTrust Scan device

= Scan the second QR code and e e S
enter the eight-digit code cevee
First OTP to DDHWI.III your app

generated by your LuxTrust SEE,

Scan . Theen ciick “Done” on your LuxTrust Scan device =3

= Then enter the serial number
shown on the back ofyour © Enter the senal number indicated on the back of your

LuxTrust Scan (below the bar code). .
LuxTrust Scan and click on serst Numer
llNethI. 65 = DOTSeT2

Restan qj




= On your LuxTrust Scan,
click on “Continue”.

= Then click “Yes” on the
screen to move to the next
step, or click “Start again”.

= Scan the third QR code and
confirm by selecting “OK"” on
your Scan.

= Next, enter the OTP (eight
digits) displayed on your
Scan and click “Next".

Your LuxTrust Scan is now
activated and can be used
to log on to the Web Banking
website.

Confirmation

Was the code
antard during
ol
activation
ACTRApIAT?
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1. On your LuxTrust Scan device: Confirm with "Yes" if the code has been accepted.
2. On the screen: Then click "Yes" to continue, otherwise click "No”.
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@ scan the QR code (mulii-colour mesaic) with your
LuxTrust Scan device 10 inish the activation of your
aevice.

) Error message on your LuxTrust Scan device?
Click "Restan” on this SCresn 1o restan me acwvation
process

@ vangate by clicking “OK" on your LuxTrust Scan

oevice.
.IDCI:"\!)K
auve
0
Corlm w3
© Enter the OTP code displayed on your LuxTrust S¢an
device of your LUxTrust Mabile App.
Displayed OTP code i
NETTRAT. AT
08378424 wm

OTP: 12348678

Resian m

Cerunicate details
VENKATESWARA BUSA
Serial Number 01065044695076023672

Your new LuxTrus! device has been successhully added to your LuxTrust canificatel

You can now leave MyLuxTrus] and connect 1o appecations. of your choesing that accepl this type of device.

Hetum o the list

LuxTrust Scan SSN LuxTrust B5-0185860-7
Liconce Number FDO2662325
k| State ok
Device Status Activated

> Disconngcl your device temporarily from your LuxTrus! cenificate
> Delate your device parmanently from your LunTrust centificate
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Log on to Web Banking B 2 pamias

Tha bask for & charging world (51 Wz Banking
1

via bgl.lv. C_J}

Access your accounts

Client number

@
i | 0o

Enter your client number ‘ |
and then your secret code. Secret code @ -

Access your accounts

Please suthenticate yourself with a LuxTrust greduct
| -
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Select LuxTrust Scan.

@ When logging on Access your accounts
to Web Banking: ¢ st
= Scan the image with your g

LuxTrust Scan.

= Check the validation
context.

= Re-enter the OTP generated
on the Scan.
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VIEW OUR BRANCH OPENING HOURS

https://www.bgl.lu/en/branches

CONTACT US

@ (+352) 42 42-2500 @ info@bgl.lu bgl.lu

FOLLOW US
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